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Abstract

Virtually all deployed private payment systems publish a nullifier for every transaction to prevent double
spending. At a million transactions per second, the nullifier set grows by a petabyte each year. In this work,
we tackle the question of sustaining massive throughput in private payments while ensuring the system can
be run on commodity hardware.

We construct Bonsai, an account-based private payment scheme where validators store a single commit-
ment per account and never store any nullifiers. Instead, each user privately maintains the nullifiers of the
payments it has received, and can prune older nullifiers to cold storage so that its active state remains small.
An external observer only learns that an account performed some action (send/receive) but never learns the
amount or counterparty of a payment.

To verify proofs at this rate, we add zero-knowledge to PARI [USENIX 26] with no increase in proof size
and negligible prover overhead, and use it with a batch verification strategy. Our prototype verifies over a
million operations per second on an M5 MacBook Pro.

1 Introduction

Private payments have evolved over four decades, from Chaum’s electronic cash [Cha82] to shielded notes
on public ledgers [BCG" 14, HBHW26], shielded computation [BCG'20], ring-based anonymity [Noel5,
GK15, LRR"19], and confidential amounts [BAZB20]. The design space spans a broad range of privacy
guarantees, trust models, setup assumptions, and performance tradeoffs [BCMR24]. Implemented systems
report performance on the order of a thousand transactions per second [TBA 22, BLKZ25] but this is not
sufficient for real world systems that may see hundreds of thousands of transactions per second, especially
with the rise of agentic commerce.
This gap in throughput motivates our central question:

How do we process one million private transactions per second on commodity hardware?

To get there, we need to rethink what validators and wallets are responsible for. Concretely, a system
that runs at this rate indefinitely needs:

1. Succinct validator state. Validator storage may grow with the number of accounts, but not with the
number of transactions, and processing a transaction takes a constant amount of work regardless of
how many accounts exist and anonymity set (if any).

2. Offline wallets. Wallets can go offline for arbitrarily long periods and, upon returning, send and
receive payments without replaying intervening ledger history. The work done by a wallet only depends
on the transactions they participate in.

The first requirement is enforced by limits on storage and computation. Virtually every private payment
system that hides the link between senders and receivers publishes a unique nullifier for every transaction
to prevent double spending. This set of nullifiers is typically held by the validators indefinitely. At a million



TPS, validator state grows by a petabyte each year, and nullifiers must be held in fast storage and checked
against every incoming transaction. Any new validator must synchronize a massive amount of data before
participating. To avoid imposing an unreasonable hardware burden on validators, we demand that storage
requirements only grow with the number of accounts for which validators can charge fees appropriately. We
also demand that validator work is independent of the number of accounts/anonymity sets to ensure that
the system can support the desired throughput without resorting to sharding or forcing small anonymity sets
onto users.

The second requirement arises from usability of the system. Users should be allowed to go offline indef-
initely and be able to resume payments without having to worry about the payments that happened while
they were offline. In fact, for many applications such as payroll or subscription services, users may want
to “set it and forget it” where a simple cron job periodically comes online, sends out/collects payments and
goes offline without having to rely on an external service provider.

Our contributions. We construct Bonsai, a private payment scheme that verifies over a million operations
per second on an M5 MacBook Pro. The ledger learns that a particular account came online and per-
formed some action (a send/receive) but it does not learn the amount moved or to whom the funds were
sent/received from. While this offers weaker on-chain privacy than shielded notes [BCG™14], it allows for a
much more efficient solution to nullifier management. In practice the gap may be narrower: when a wallet
submits transactions through an RPC node rather than its own node, that RPC node can already link each
submitted transaction to the corresponding party.

Validators store a single 32-byte commitment per account, and every transaction is 256 bytes: a 32-byte
account identifier, the new account commitment, a receipt, a state root, and a 128-byte proof. Importantly,
validators do not need to remember transactions — they can be added to a merkle mountain range which can
be extended using just the frontier (O(log(txs)) hashes).

Nullifier storage and management is delegated to users but we ensure that a user’s nullifier storage only
grows with the number of transactions they participated in. Because nullifiers remain private, we use the
canonical ledger position of each send operation as the nullifier for its receipt. This ordering lets wallets
move older nullifiers to cold storage, keeping only recent nullifiers and a frontier of logarithmic size on
hand. No protocol changes are needed: wallets can update the nullifier tree for older receipts by retrieving
the necessary nullifier data from cold storage. Like its namesake, each user’s active nullifier state in Bonsai
can be kept to a chosen window plus a logarithmic frontier. Total archived state still grows with lifetime
activity.

2 Technical Overview

We now present a technical overview of Bonsai. The full construction can be found in Section 6. The main
goal of Bonsai is to limit validator state growth proportional to the number of accounts but not with the
throughput (number of payments) made in the system and therefore work in the account model which
offers weaker on chain privacy than the shielded notes model [BCG 14, HBHW26] but as we will see, it
offers a much more elegant solution to managing an ever growing set of nullifiers.

Transfers in Bonsai are a two step process:

* the sender first initiates the transfer by invoking the Send algorithm and posting a receipt on chain.

* the sender privately communicates the receipt opening information to the receiver. We assume a private
channel from the sender to the receiver for simplicity but this can be replaced with an oblivious message
routing system such as on-chain encrypted memos [HBHW26], fuzzy message detection [BLMG21] or
oblivious message retrieval [[.T22].

* the receiver then invokes the Receive algorithm to produce a zero-knowledge proof that can be submit-
ted on chain to (anonymously) claim the funds addressed to them



This is reminiscent of ecash [Cha82] style payments but without a centralized intermediary that can track
inflows/outflows of an account. In the base protocol described below, the ledger learns whether an account
performed a send or a receive: a send publishes a receipt and appends it to the receipt MMR, whereas a
receive publishes an MMR root anchor and does not append. We then describe a simple operation-hiding
extension that makes the two operations indistinguishable.

More formally our protocol is a tuple of five algorithms (Setup, Create, Register, Send, Receive). Setup
samples the public parameters needed for commitments and zero-knowledge proofs and Create is a local
algorithm run to sample randomness necessary to register an account. The public state of an account A is a
single hiding commitment

com = Comaect (b, rootnun)

to its balance and the root of a sparse Merkle tree [DPP16] that holds the nullifiers of every payment A has
received.

Send. Sen creates a hiding receipt
p = Com,ec(v, Sen, Rec)

to the amount v, the sender, and the receiver. It additionally computes an updated account commitment
Comgen = Comacct(b -, rOOtnull)

and publishes (Sen, comg,,, p, 7), where 7 proves that:
* the old commitment comse, = Comacct (b, rootaun),
* the new commitment comg,, = Comacct (b — v, rootyun)
* v and b — v are in the balance range
* the receipt p opens to (v, Sen, Rec).

Validators then verify m, update comse, — comg,, and append p to the MMR. Sen then forwards the opening
of p and its position pid in MMR to Rec over the private channel. Validators only maintain:

* account commitments
* the frontier of the receipt Merkle Mountain Range MMR [Tod12]

* a set of recent MMR roots 7 against which they accept receive proofs

Receive. To prevent double spending, Rec uses the receipt’s position as its nullifier, null = pid, and inserts it
into its local nullifier tree. It then publishes (Rec, comg,, root,, ) for some root, € 7, where 7 proves that:

* some receipt p at some position pid under root, opens to (v, -, Rec),

* the old commitment comge. = Comyect (b, rootnun),

!

null> and

* inserting pid into the tree with root root,, yields root

. ;o /
* the new commitment comg,. = Comyeet(b + v, root/, ).

Validators then verify m, check that root, € 7, and update comgec — compg, . Nullifiers are never published
on chain and are only maintained locally by each user, which is why the position itself can serve as the
nullifier.



Operation hiding. The base protocol above reveals whether each transaction is a send or a receive. To hide
the operation type, both branches publish the common record tx,, = (A, com’, p, root,, 7), where 7 proves
that either the send or receive relation is satisfied. A send publishes a real receipt while a receive publishes
an unspendable dummy receipt. The ledger appends p to the MMR in both cases (see Section 6).

Verification. [Grol6] is a popularly used proof system with a circuit specific CRS and a very efficient
verifier, requiring a few pairings during verification. While there is some improvement when verifying batch
of B proofs together [HBHW26, Appendix B.2], it still requires O(B) pairings, each of which costs hundreds
of microseconds (amortized).

PARI [DMS24, Eag25] is a SNARK for Square R1CS constraint systems, whose proof is two G; elements
and one field element. Its verifier checks a single batched KZG [KZG10] opening at a challenge point
¢ amounting to three pairings. But verifying a batch of B proofs can be reduced to three multi-scalar
multiplications of size B followed by three pairings [Pol26] — thus making verification of a batch of PARI
proofs much faster than verifying a batch of [Gro16] proofs. As written in [DMS24, Eag25] PARI is not zero
knowledge. In Section 7, we show that it can be made zero-knowledge without increasing the proof size and
with negligible overhead on prover time.

Security. We define security using an ideal functionality for account-based private payments parametrized
by a leakage function (Section 5). The functionality maintains balances and a log of payments, lets a cor-
rupted sender withhold a payment’s opening from the receiver, and broadcasts the leakage of each operation.
We prove that Bonsai securely realizes the functionality in Theorem 1 and Theorem 2.

Performance. We implement ZK-PARI in Rust over BLS12-381 together with the send and receive circuits
and evaluate it on an M5 MacBook Pro (Section 8). Proofs are 128 bytes and an individual verification takes
about 0.7 ms, dominated by its three pairings. Batching removes this cost: a batch of 26 proofs is verified
at an amortized 11.7 us per proof, a 64x speedup, with the three multi-scalar multiplications accounting for
over 90% of the time and the final pairings for less than 0.1%. This corresponds to 86,929 proofs per second
on one core and 1.05 million on 18 cores, or roughly 525,000 payments per second since each payment is one
send and one receive.

We only use a collision resistant hash function and benchmark two possible choices: Pedersen hash over
Jubjub or Poseidon. The base receive relation is the more expensive of the two, as its cost is dominated by
the sparse Merkle tree insertion and the receipt opening proof. Under Poseidon the send relation has 1,647
R1CS constraints (0.14 s single-threaded, 0.03 s on 8 threads) and the receive relation has 30,729 (1.6 s,
0.29 s). Under Pedersen the send relation has 16,109 constraints (0.84 s, 0.14 s) and the receive relation has
398,111 (20 s, 3.8 ). The operation-hiding relation R,, shares the common gadgets of the two branches and
costs only ~2% more constraints than the receive relation.

3 Related work

We group prior private-payment constructions by how they represent funds and hide transfers. For each
approach, we discuss its main variants and the obstacles to meeting the two requirements from Section 1:
bounded validator state and work, and wallets that can remain offline without having to replay intervening
ledger history.

Ecash. Chaumian ecash represents money as bank-signed coins. Blind issuance lets a user withdraw a
coin and later pay with it without linking the payment to the withdrawal [Cha82, Cha83, Cha90]. Online
schemes check a coin’s serial number at redemption and offline schemes defer contact with the bank and
instead penalize double spending from conflicting payment transcripts [CFN90, O090]. Many follow-up
variants [CFT98, CHLO5, CPST15, BPS19, CP93, Bra94] improve the efficiency and usability of the protocol
but still rely on a global nullifier set that cannot be pruned without expiring coins.



Credential-based payments. A related approach represents funds by credentials that users can rerandom-
ize and prove possession of without revealing their issuance history. Randomizable signatures [PS16] and
threshold credentials such as Coconut [SAB" 19] provide building blocks for distributing issuance across au-
thorities. UTT [TBA™22] represents coins as commitments to an owner, serial number, and value, signed by
a set of validators. To pay, a user rerandomizes its input coins and signatures, reveals their nullifiers, and
proves ownership and value conservation before the committee signs new coins for the recipient and change.
ZEF [BSKD22] instead binds coins to accounts and represents them as off-chain certificates, using Coconut’s
blind threshold issuance to hide the accounts and values of newly created coins from the issuing authorities.
A payment consumes certified input coins and produces blinded output coins, with zero-knowledge proofs
enforcing value conservation. Building on FastPay, clients collect quorum certificates for account operations,
allowing sharded authorities to process payments asynchronously without reaching consensus on a global
transaction order.

PLATYPUS [WKDC22] replaces individual coins with a bank-signed commitment to each user’s balance
and a serial number. The sender and receiver prove matching debit and credit updates against a shared
commitment to the payment amount, keeping their previous account states and signatures hidden. The bank
checks the proofs and the revealed serial numbers of both old states, then signs the new states; this makes
successive account updates unlinkable while permitting private checks on balances and spending limits.
PEREDI [KKS22] uses threshold blind signatures from distributed maintainers to certify private account
states containing balances and cumulative payment counters. Both parties prove valid account updates and
compliance with balance and transfer limits, reveal one-time tags to prevent state reuse, and collect signature
shares on their new states. PARSCOIN [SKK24] adapts this signed-account architecture to stablecoins and
separates the sender’s debit from the receiver’s credit. The sender proves a balance reduction and leaves an
encrypted transfer object with the issuers. The receiver can later identify the object and prove entitlement to
its value when updating its own account, allowing payment initiation while the receiver is offline. In these
payment systems, consuming a coin or replacing a credential reveals a serial number or commitment that
the authorities must remember to reject reuse.

Shielded note pools. These constructions replace issuer signatures with membership in a public set of
coin commitments. A spender proves that it owns a valid commitment without revealing which one, and
publishes a serial number or nullifier to prevent a second spend. Sander and Ta-Shma [ST99] issue coins by
inserting commitments to user-chosen serial numbers into a public Merkle database, whose authenticated
roots replace the bank’s signatures. To pay, a user reveals a serial number and proves in zero knowledge that
it knows an opening of some database commitment to that serial number, hiding the commitment and its
authentication path.

Zerocash [BCG™14], the follow-up of Zerocoin [MGGR13], supports private payments by committing to
notes containing a recipient’s address, a value, and randomness, and accumulating these commitments in a
Merkle tree. Its pour transaction consumes existing notes and creates new ones, with a zk-SNARK proving
input membership, spending authority, correct output formation, and value conservation while hiding the
input notes, recipients, and amounts. The transaction publishes new note commitments and input serial
numbers derived using the owners’ secret keys, while encrypted note openings let recipients discover and
later spend their funds. Qurrency extends the private UTXO approach with post-quantum confidentiality and
authorized auditing [CGG™26]. The obstacle in these approaches remains the state growth as the published
nullifiers accumulate with transaction history.

Rings and decoy accounts. Another approach hides the spent output among a ring of candidates and
proves ownership of one member, with a nullifier-like mechanism for preventing double spends. RingCT
combines this mechanism with confidential amounts and one-time recipient addresses [Noe15]. One-out-of-
many proofs [GK15] and Omniring [LRR"19] reduce proof size to logarithmic in the anonymity set. Here
validators still retain the tags needed to detect double spending, resulting in a growing double-spend record.

Account-based variants instead hide the participants by updating real accounts together with decoys.
Basic Zether [BAZB20] stores encrypted balances for each account and proves valid updates, hiding amounts



but revealing the link between sender and receiver. Its optional anonymity mode updates an entire chosen
account set. Quisquis similarly updates real accounts together with decoys, using updatable public keys to
avoid historical nullifiers [FMMO19]. Both approaches incur work linear in the chosen anonymity set and
require users to retrieve its current state before making a payment.

Accounts and transfer receipts. These systems keep private balances in accounts but to transfer a coin,
the sender debits its balance and publishes a coin or receipt that the receiver later collects. Separating debit
and credit hides their link and allows the receiver to be offline when the sender initiates payment.

BlockMaze [GWY ' 19] maintains both public and committed private balances under persistent account
addresses. A send transaction reduces the sender’s private balance and publishes a receipt that hides the
amount and recipient, together with a zk-SNARK proving the debit is correct. The recipient later deposits
the payment by proving ownership of a receipt in a Merkle tree of receipts and a matching balance increase,
without revealing which receipt is being claimed. A revealed serial number prevents repeated collection. Vek-
sel [CHA22] uses a similar send/receive pattern, but focuses on cryptographic efficiency without a trusted
setup. Veksel obtains a constant-size proof by combining an accumulator membership proof with a reran-
domization proof. DART [SKKK25] additionally hides the account being updated by having the user prove
ownership and a valid update of an old account-state commitment in the ledger. The user then publishes a
fresh commitment, and reveals a nullifier that prevents reuse of the old state. Thus, moving balances into
accounts does not itself eliminate transaction-dependent state growth as these systems still publish serial
numbers or nullifiers.

Pruning state and maintaining witnesses. A complementary line of work compresses or retires the state
used to authenticate spends. Ecash coins can carry expiration dates so that expired spent-coin records may
eventually be discarded [Sch98]. Short-lived issuance keys similarly bound redemption state for bearer
tokens in Privacy Pass [DGS™18]. But both of these approaches conflict with our goal of allowing the user
to be offline indefinitely.

A different approach is to periodically prune nullifiers but shift the burden of spending old notes to the
users that want to spend them. Validators preserve historical roots but users must prove non-membership of
the corresponding nullifier under every single root since the note was created [Pol23, Pal24].

[BM25] privately outsource proofs that notes remain unspent as the ledger advances using oblivious
synchronization. In Bonsai, the receiver’s saved nullifier state already records which receipts have been
claimed and remains valid as unrelated transactions advance the ledger. An archive can supply a current
MMR inclusion path when the receiver claims a receipt.

4 Preliminaries

Simulation-based security. In this work, we will sometimes prove security via simulation, following the
standard real/ideal world paradigm [Gol04]. In this paradigm, a cryptographic scheme specifies an inter-

active protocol II that takes place between some parties P, ..., P, initialized with inputs z1,...,z,. The
protocol II is meant to emulate some ideal functionality F that takes an input 1, ...,x, from each party
and delivers an output y1, . .., y, to each party.

The real execution. In the real execution, the protocol II is executed in the presence of an adversary A that
corrupts some subset M C [n] of n parties. A takes as input the security parameter 1%, a set of input {z; };c s,
and an auxiliary input z. The honest parties [n] \ M follow the instructions of II, while .4 sends messages on
behalf of parties in M. If A is malicious, these messages may be computed following an arbitrary polynomial-
time strategy, while if A is semi-honest, these messages must be computed following the instructions of II.
The interaction defines a random variable REAL 4[1*, %, z, M| consisting of the output of .4, which may be
an arbitrary function of its view, together with the outputs of the honest parties.



The ideal execution. In the ideal execution, a simulator Sim controlling some subset M C [n] of n parties
interacts with a trusted party Zr implementing the functionality F. Sim takes as input the security parameter
1%, a set of inputs {z;};cn, and an auxiliary input z. Each honest party P; € [n] \ M sends their input z;
to Z, while Sim sends an input z} on behalf of each party P, € M. Let zi,...,z] be the entire set of
inputs received by Z. Next, Z computes (yi,...,y,) = F(a},...,z,), delivers y; to each honest party P,
and delivers {y;};cas to Sim. Finally, Sim outputs an arbitrary function of its view. The simulator’s output
together with the outputs of the honest parties defines the random variable IDEAL 7 sim[17, 7, 2, M].

Definition 1. An n-party protocol I securely emulates an ideal functionality F in the presence of malicious
(resp. semi-honest) adversaries corrupting a subset of parties M C [n] if for any PPT malicious (resp. semi-
honest) A corrupting parties M, there exists a PPT Sim such that for any set of inputs ¥, and auxiliary input
2,

REALy A[1%, %, 2, M] ~, IDEAL £ sim[1*, 7, 2, M].

Digital Signatures. We will use a signature scheme Sig = (KeyGen, Sign, Verify) that satisfies standard
EUF-CMA security and additionally demand that it has a deterministic verification-key derivation algorithm
vk = VKey(sk).

Commitment schemes. A non-interactive commitment scheme C = (Setup, Com) for message space M
consists of a setup algorithm pp < Setup(1*) and a deterministic algorithm Com,,(m;r). An opening (m,r)
of ¢ is valid if ¢ = Comp,(m; ). We suppress pp when it is fixed.

Definition 2 (Computational hiding). For every stateful PPT adversary A, consider the following game:
e Sample pp + Setup(1*).
* Compute (mg, m1) < A(pp), where mg, m; € M.
* Sample b < {0,1} and r <= R™, and set ¢ < Compy(my; 7).
« Compute b + Alc).
The commitment scheme is computationally hiding if Pr[b = b] < 1 4 negl(\).
Definition 3 (Computational binding). For every PPT adversary A, consider the following game:
e Sample pp + Setup(1*).
* Compute (m,r,m',r") + A(pp).
The commitment scheme is computationally binding if

Prim #m' A Compy(m;r) = Compp(m'; 7')] < negl(N).

Sparse Merkle trees. We use the sparse Merkle trees [DPP16] to authenticate a set D C {0, 1}4 of ¢-bit
keys. Conceptually it is a perfect binary Merkle tree of depth ¢ with one leaf per key, where the leaf of z
holds 1 if x € D and 0 otherwise. Because the tree is sparse, the root of any subtree containing no member
is a fixed default value that depends only on the subtree’s height, so the tree can be represented and updated
in time and space proportional to |D| - £ rather than 2¢. The empty tree has a canonical state and root rootg
that anyone can recompute, and the tree supports two operations:

* SMT.Insert(st,z) — (st’,root’,7): set the leaf of = to 1 and output the updated tree, its new root, and
a proof 7 consisting of the ¢ sibling digests on the path of x.



* SMT .Verifylnsert(root, 2, 7) — {root’, L }: recompute the root along the path of = with leaf value 0 and
check that it equals root (non-membership of ), then recompute it with leaf value 1 and output the
result root’.

Both recomputations use the same / siblings, so verification costs 2¢ hash evaluations. When H is a collision
resistant hash function and root commits to a set D, it is computationally infeasible for an adversary to
produce (x,7) for which verification outputs a root if x € D, or outputs a root that does not commit to
DU {z} [DPP16].

Merkle Mountain Ranges If we are only interested in membership proofs, it is possible to create a merkle
accumulator where insertion does not require us to maintain the entire tree — just a logarithmic number
of roots. We use a Merkle Mountain Range [Tod12] where appended elements are hashed into the largest
possible perfectly balanced Merkle trees. Of course, producing an opening proof for an arbitrary element still
requires the entire tree. The empty range has a canonical state stg and root root, that anyone can recompute.

* MMR.Insert(st,z) — (st’, root’): append one element and return the updated state and root.

* MMR.Prove(Z, pos) — m: compute an opening proof for the element at position pos of the list &
appended so far.

* MMR.Verify(root, x, pos, m) — {0, 1}: verify that x is the element at position pos.

As in a standard merkle tree, an opening proof is the path running from the element through its mountain’s
peak and the bagged peaks to the root, and the position determines the left-right orientation of every step of
the path, so a proof binds the pair (x, pos). When H is a collision resistant hash function, it is computationally
infeasible for an adversary to produce a list Z, a position pos, a value z* that is not the element of ¥ at pos,
and a proof 7* with MMR.Verify(root, z*, pos, 7*) = 1 where root is obtained by inserting the elements of &
in order.

Non-interactive zero-knowledge proofs. Let £ be an NP language and R its corresponding NP relation.
A simulation-extractable NIZK for R consists of the following algorithms:

* Setup(1*) — (crs,td): takes a security parameter and outputs a common reference string crs and
trapdoor td = (tdgjm, tdext)-

* Prove(crs,z,w) — m: takes (z,w) € R and outputs a proof « for z € L.
* Verify(crs, x,m) — b: outputs a bit indicating whether verification succeeds.
* SimProve(crs, tdsim, ©) — 7 outputs a simulated proof for an arbitrary statement x.

We drop the crs argument wherever it is implicit. When specifying a relation, we write {w | o1 A -+ A
©m}, where w is the witness and each ¢; is a constraint. At times a constraint may contain an otherwise
unconstrained variable. This denotes a tag-based NIZK in which that variable is part of the statement.

Definition 4 (Straight-line simulation-extractable NIZK). A simulation-extractable NIZK satisfies the following
properties.

* Perfect completeness. For every (xz,w) € R,

(crs,td) < Setup(1*)

Pr m < Prove(crs, z, w)

: Verify(z,m) = 1| = 1.

* Proof of knowledge. For every PPT adversary A, there is a PPT extractor Ext such that
(crs, td) + Setup(1*)
Pr (x,m) « A(crs)

w < Ext(crs, tdext, , 7; aux)

Verify(z,m) =1

(rw) ¢ R < negl(\).



* Simulated-proof correctness. For every statement ,

(crs, td) «+ Setup(1*)

Pr )
7 < SimProve(crs, tdgim, )

: Verify(x, ) = 1| = 1.

* Computational zero knowledge. There exists an algorithm SimProve such that, for every PPT adversary
A, define
[(crs, td) < Setup(1?)

Dreal = P (z,w) < Alcrs) (@, w

mm
—

| ™ < Prove(crs, z, w)
(crs, td) < Setup(1?)
Psim = Pr (@, w) < Alcrs) S A

| ™ < SimProve(crs, tdgim, )

Computational zero knowledge requires

|preal _psim| < negl()\)

We require the same indistinguishability for polynomially many valid statement—witness pairs chosen adap-
tively under one crs.

» Simulation extractability. For every PPT adversary A, there exists a PPT extractor Ext. On any statement
x, the simulation oracle computes
7 < SimProve(crs, tdgm, ),

adds (z,m) to Q, and returns w. Then
(crs,td) « Setup(1*), Q « 0 Verify(z,7) =1

Pr (z,7) A% (crs) o (w) ¢ R | < negl(N).
w < Ext(crs, tdext, , T; aux) (z,7) ¢ Q

The extractor is straight line: on input a valid proof and aux, it extracts a witness with overwhelming probability
without rewinding the prover. In the standard CRS model, aux is empty. In the random-oracle model, it may
contain the adversary’s random-oracle queries. The crs may then be empty.

Definition 5 (Square R1CS). The indexed Square-R1CS relation is the set of all triples
(1, x,w) = ((F,n,k,m, A, B),z,w)

where F is a finite field, n, k, and m are natural numbers x € F" and w € F*~" are vectors over F and A, B are

m X k matrices over T such that
(Az) o (Az) = Bz,

where z = (x,w) and o denotes the hadamard product.

5 Definitions

We formalize the security guarantees of our protocol using the simulation-based paradigm [Gol04] by an
ideal functionality Fpriypay[£] that models an account-based payment service. The ideal functionality is



parametrized by a leakage function £ which models the privacy guarantees from different instantiations of
private payments. The ideal payment service provides the following interfaces:

Frerivpay = (Create, Register, Send, Receive).

It additionally accepts the adversarial scheduling command Release defined below.

Let A be the security parameter, P be the set of parties, P| be the distinguished party that operates the
ledger, and N, be the space of account names (pseudonyms), which is the verification-key space of Sig.
Membership in V) is efficiently decidable and | ¢ N,. Fix the balance domain B with 0 € B, a finite set of
account names Names C N, an initial owner map Owner with domain Names, and a public initial allocation
Init : N\ — B satisfying Init[A] = 0 for every A ¢ Names. Each initial account name is a valid verification
key whose owner holds a corresponding signing key. The ledger party P_ is always assumed to be honest in
our constructions. Apart from these finitely many account names, ownership is established only through the
private Create interface.

A party samples (ska, A) < Sig.KeyGen(1%), retains sk, and may privately share A with other parties
to receive payments before registering with the ideal functionality. The ideal functionality verifies (sk 4, A)
is a valid key pair and if so assigns that party to be the owner of A. Users publicly register an account only
when they wish to send or receive through it. A sender with registered account S can send an amount v to
a receiver’s account R as follows:

* The sender sends (Send, S, R,v) to the ideal functionality. If S has sufficient balance, the functionality
debits v and records the payment at position pid. An honest sender’s payment is ‘pending’ until the
receiver R accepts it, and the owner of R is privately notified of (pid, S, R, v).

* If the sender is corrupted the payment is assigned a pid and recorded in the log but under a ‘withheld’
status until the corrupt party ‘releases’ it by sending Release(pid) to the ideal functionality, at which
point the owner of R is notified. While a transaction is withheld the recipient cannot claim the funds
even if they are aware of the incoming transaction.

* The receiver sends (Receive, R, pid) to the ideal functionality. If pid is a pending payment intended for
R, the functionality credits v to R.

If R was never created, it has no owner and the payment cannot be claimed.
Leakage functions. To appropriately model the privacy leakage in different constructions we parametrize

the ideal functionality with leakage functions. Account creation is private and emits no leakage event. For
an accepted payment operation, let A denote its acting account. The complete events are

(Register, A), (Send, S, R, v), (Receive, S, R, v).
Registration always leaks (Register, A). Our constructions target the following two leakage functions.
* Sender-Receiver Unlinkability. Reveals the operation type and acting account but not the counter-
party.
Eunl(senda Sa R7 U) - (Send7 S)a
Luni(Receive, S, R, v) = (Receive, R).

* Send-Receive Indistinguishability. Reveals nothing except the acting account.

Lina(Send, S, R,v) = (5),
Lind(Receive, S, R,v) = (R).

10



The Owner map initially contains exactly the initial Names ownership entries. Initialize the set of
registered account names Reg < (), and their corresponding balances Bal < (). Maintain a transaction

Ideal functionality Fprivpay[L]

log of the form

where positions pid are assigned in increasing order. If £ = Linq, the position counter is also incre-
mented on every accepted Receive. If any require check below fails, the functionality outputs L to the

caller,

Log[pid] = (5, R, v, status), status € {withheld, pending, completed}.

leaves its state unchanged, and emits no leakage.

Create. On input (Create, ska, A) from a party P,

require A € N, A = VKey(sks), and A ¢ dom(Owner)
Owner[A] < P

Names <— Names U {A}

output A to P

Register. On input (Register, A) from a party P,

Release. On input (Release, pid) from a corrupted party, require that Log[pid] = (S, R, v, withheld), set

require Owner[A] = P and A ¢ Reg
Reg <~ Reg U {A}

Bal[A] « Init[A]

publicly leak (Register, A)

On input (Send, S, R, v) from a party P,
require Owner[S] = P, S € Reg, R € N,, 0 < v < Bal[S], and Bal[S],v,Bal[S] —v € B
Names < Names U { R}

let pid be the next position in the receipt-log and set
Bal[S] « Bal[S] — v, Log[pid] < (S, R, v, status).

where status = pending if the sender is honest and status = withheld otherwise
output (Sent, pid, R, v) to the sender

if status = pending and R € dom(Owner), output (pid, S, R, v) to Owner|R)]
broadcast £(Send, S, R, v)

its status to pending, and output (pid, S, R, v) to Owner[R] if R € dom(Owner).

Receive. On input (Receive, R, pid) from a party P parse Log[pid] = (S, R’, v, status),

require Owner[R] = P, R € Reg, R = R/, status = pending, and Bal[R] + v € B.
Bal[R] + Bal[R] + v

Log[pid].status «— completed

output (Received, pid, S, v) to the receiver and broadcast £(Receive, S, R, v)

Figure 1: The ideal private-payment functionality.
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6 Construction

Overview. In Bonsai, an account name is a signature verification key. To create an account, its owner
locally samples (ska, A) + Sig.KeyGen(1*), and may share A over a private channel. Registration proves
knowledge of sk 4 corresponding to A. After registration, knowledge of the opening of the current account
commitment authorizes each state transition. In real world deployments, it may be desirable to authenticate
transfers with both the signing key (stored securely via threshold/hardware) and the opening of the account
commitment (which could be offloaded to a trusted server for proof generation). Thus if the commitment
opening is compromised the account does not lose funds — only its privacy. The public state of account A is
the single commitment
comy = Comyect(ba, rootaui(A);ra)

where b, is the balance of the account, root,,(A) is the root of the account’s local nullifier tree, a sparse
Merkle tree (Section 4) keyed by receipt position which contains the nullifiers for all transactions received
by A, and r 4 is the randomness in the commitment.

Send. A send transaction creates a hiding commitment
p = Comyec(v, Sen, Rec; r'")

on chain which binds the amount being sent v, Sender Sen, and Receiver Rec. Alongside p, the sender
publishes an updated account commitment comg,,, and a zero knowledge proof = which shows that:

* the old commitment comse, opens to (b, root,,(Sen))
* the new commitment comg,, opens to (b — v, root,,i(Sen)) and v, b — v are both in the balance range

* popens to (v, Sen, Rec)

State. Validators maintain a merkle mountain range of commitments and insert each accepted receipt into
the MMR, and record the updated root root, in a history 7 of recent roots. Importantly, validators only
store the MMR frontier (a logarithmic number of roots), which suffices to compute the current root and to
process every future insertion, together with the bounded history 7. Once the send is accepted, the sender
forwards the opening of p, together with its payment identifier pid, to the receiver over a private channel.
The identifier pid is the position that p occupies in the receipt log, and it serves directly as the transaction’s
nullifier:
null = pid.

Positions are unique, so distinct receipts always carry distinct nullifiers and no send can block another pend-
ing payment. As a by-product, we have additional privacy against the sender who does not learn if/when a
send was claimed by the receiver.

Receive. To finish the transaction, Rec sends an updated commitment comg,, a root, — the latest receipt
root recorded by the ledger — and a zero knowledge proof = which shows that:

* Rec knows an opening proof mumr for a receipt p at position pid under root,

* popens to (v, Sen, Rec)

* the old commitment comge. opens to (b, root,,)

* the new commitment comg,. opens to (b + v, root;, )

roo i ing null = pid i rootnyl
* root/,, results from inserting null = pid into root

12



The ledger verifies 7, checks that the anchor appears in 7, and updates the receiver’s account commitment
to comp,.. Rather than proving knowledge of a validator signature on root, inside the circuit, the receiver
reveals the anchor in the clear and the ledger checks it against its own root history, following deployed
designs [HBHW26, Pen24, PSS19].

Pruning user state. As described so far, a user’s nullifier tree holds one leaf for every payment it has ever
received, so user state grows with the user’s lifetime activity. We now describe a simple strategy for users to
prune their state.

Because nullifiers are receipt positions, they arrive in increasing order: a receipt created later has a larger
position. For any threshold L, the sparse Merkle tree over positions splits into a prefix [0, L), whose contents
are fixed if we never insert below L again, and a suffix [L, c0). The prefix is summarized by its frontier F,
which is at most ¢ hashes and a user who stores the frontier together with the set S>;, of positions it has
claimed at or above L can produce wsyt for any position pid > L. The nullifiers below L can be moved to
cold storage, from which the full tree, and hence a path for any position, can be recomputed if ever needed.

The threshold is chosen by the user and does not affect anything else in the protocol. So a wallet may set
it as aggressively as it chooses and update it over time. Maintaining the w most recently claimed positions
requires a hot state of ¢ + w hashes and supports claiming any receipt at a position above the w-th most
recent claim.

We provide a formal description of the protocol in Fig. 4 and describe the relations proved using the NIZK
in each phase below.

Registration relation R,.,. This relation shows that a new commitment for account A was initialized with
initial balance Init[A], that the prover knows the signing key corresponding to A, and that the commitment
contains the root rooty of the empty nullifier tree.

* Statement: g = (A, Init[A],com ).
* Witness: Wyeg = (ska,74).
* Relation: accept if all of the following constraints hold:

— Init[A] € B.
— A = VKey(sk,).

— comy = Comyet(Init[A], rootg; 7 4).

Send relation R...q. This relation shows that the acting account debits a nonnegative amount from a valid
committed balance and binds that amount, the acting sender, and a receiver identifier into the receipt. The
receiver need not have registered when the receipt is created, but it must do so before it can receive the
transfer.

* Statement: x5 = (Sen,com, com’, p).
* Witness: ws = (b, rootnu, r, v, 1", v, Rec).
* Relation: accept if all of the following constraints hold:

— com = Comycct (b, rootay; 7).

— com’ = Comaeet(b — v, rooty; 1').

p = Comyec(v, Sen, Rec; r').
Rec € N,
-0<v<bandb,v,b—veB.
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Receive relation R,,. This relation shows possession of a receipt addressed to the acting account, in-
cluded in the receipt MMR under a revealed anchor, and credits exactly the committed receipt amount. It
also verifies the insertion of the receipt’s position, which serves as its nullifier, into the account’s committed
nullifier tree.

* Statement: x, = (Rec,com, com’, root,).

/

* Witness: w, = (b, rootny, root/,

r, 7', p, pid, TMMR, TSMT, U, Sen, 7).
* Relation: accept if all of the following constraints hold:

— com = Comycct (b, rooty; 7).

- com’ = Comyeee (b + v, root], ;).

p = Com,ec(v, Sen, Rec; r”).

MMR Verify(root,,, p, pid, Tmmr) = 1.

SMT Verifylnsert(rootny, pid, 7smt) = root/, .
v>0andb,v,b+veEB.

6.1 Hiding the operation type

The scheme above reveals whether a particular operation is a send or a receive. Although this is just one
additional bit of (seemingly benign) leakage, we show below that it can actually have a massive impact on
deanonymizing payments. Suppose there are four parties A, B, C, D that wish to carry out the following
sequence of payments:

[(A— B;5), (B— A;10), (C — D;7)] 1

There are many ways to interact with our ideal functionality (Fig. 1) in order to realize this but consider the
following order of operations

[Send(A, B, 5), Receive(B, pid,), Send(B, A, 10), Receive(A, pid,), Send(C, D, 7), Receive(D, pid;)]

where pid; denotes the payment identifier of the i-th send in Eq. (1) and we assume all parties have sufficient
balance that there are no other parties/transactions in the log. Depending on the leakage function, the
observer sees:

Luni : (send, A), (recv, B), (send, B), (recv, A), (send, C), (recv, D)
Eind : A, B7 B,A, C, D

With L,,, at any point, there is at most one pending receive, which implies that each receive must claim
the immediately preceding send and therefore there is exactly one possible sequence of operations that is
possible, described in Fig. 2.

With L;,q, the observer sees only A, B, B, A, C, D. The first operation must be a send, but each subsequent
operation could be another send or a receive claiming an earlier, unclaimed receipt. Self-payments are also
possible, since Rseng does not require the sender and receiver to differ. After each of the six operations, there
are respectively 1, 2, 4, 10, 26, 76 ways to assign operation types and match receives to earlier sends, consistent
with this leakage. In particular, all six operations could be sends whose recipients are not revealed by the
log. Thus, hiding the operation type conceals not only the payment links but also how many payments even
took place.
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Luni: operation revealed Ling: operation hidden

t1: A S S
\

to: B R, S R1

|
ts: B S S Ry R2 S

\
ta: A R3 S R Ro R3 S Rg S Ry S Rs
ts : C S S Ri Ry Rz Rg S RaRg3 s Ri{R3 S RiRy S RaRg4S S RiRg4S S RzRg S
te : D [ T R RNy

Figure 2: Operation choices for the transcript above, with the acting account shown at each level. The
highlighted path is S, Ry, S, R3, S, R5, where R; claims the receipt published in transaction ¢;. £, determines
a unique path, whereas £;,q admits 76 possibilities with self-payments allowed.

An easy way to incorporate operation hiding is to act like you’re doing both operations by publishing the
common record
txop = (A, com’, p, root,, )

where the proof = shows that either the send or receive relation is satisfied. Together with the current
account state, this determines
x = (A, com, com’, p, root,,).

A send sets p to be the valid receipt that a receiver can claim but leaves the root of the nullifier tree inside
the account commitment unchanged. Conversely, a receive sets p to be a fixed-format dummy receipt, but
updates the nullifier root by inserting the position of the consumed receipt. In both branches, the ledger
checks root, € T, updates com to com’, and inserts p into the receipt MMR. To enforce that dummy receipts
are unspendable, Com,. gains a final type slot: a send commits its real receipt with type 1, while a receive
fixes the published dummy to type 0 and is only allowed to consume receipts of type 1.

Operation-hiding relation R ;.
e Statement: x = (A,com,com’, p, root,).
* Witness: w = (op, wep), Where op € {send, receive} and
Wsend = (b, rootny, 7,7, 7" v, Rec),
Wreceive = (b, rootnull, rootﬁm”, r, T’/, 7’”/, Pin, pid, TMMR; TSMT, U, Sen, T”).
* Relation:

— If op = send, set Sen = A and accept if all of the following constraints hold:
% com = Comaect (b, rootny; 7).
* com’ = Comyeet (b — v, rootny; 1’).
« p = Comyec(v, Sen, Rec, 1; ).
x Rec € N,.
* 0<v<bandb,v,b—veB.

— Else if op = receive, parse A = Rec and accept if all of the following constraints hold:
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x com = Comaect (b, rootny; 7).

s com’ = Comaect (b + v, root] ;7).

* pin = Comyec(v, Sen, Rec, 1; 7).

« p = Comyec(0, L, L,0;7").

* MMR.Verify(root,, pin, pid, Tmmr) = 1.

x SMT.Verifylnsert(root,, pid, msm1) = root
* v>0and b,v,b+v € B.

- Else, reject.

!
null*

The branch selector op is part of the witness, so a proof for R, proves that one valid transition occurred
without revealing which branch was taken.

ITgonsai: Shared operations

Setup(1*):
* ledger initializes Acct «+ 0, sets (st,, root,) to the canonical state and root of the empty MMR,
and initializes the root history 7 <« {root,}, which retains the W most recently recorded roots.
 generate and publish the public parameters for commitments and CRS for NIZK relations (if
any).
Create(1*): locally sample (sk4, A) + Sig.KeyGen(1*)
Register(A):
* party:
— initialize st’}" to the canonical empty tree, sample fresh 4, and compute
comy < Comacet(Init[A], rootg; r4)
— prove meg < II.Prove(Rieg, (A, Init[A],coma), (ska,r4))
— submit (A, coma, Treg)
* ledger:
— verify that A € N, A ¢ dom(Acct), and II.Verify(Rreg, (A, Init[A],com4), Treg) = 1
— if all checks pass, set Acct[A] < com 4. else return L

Figure 3: Setup, account creation, and registration shared by both variants of Bonsai.

Remark 1 (Public Fees). The above construction can be modified to support fee payment in a straightforward
manner. In the send/receive operations, users simply reveal the amount vge which becomes a part of the statement
in Reend, Rrecv, and Rop which additionally prove that the new commitment’s balance is reduced by Vfee.
Theorem 1 (Security of Ilgonsai). Suppose that:

1. Sig is a correct EUF-CMA-secure signature scheme.

2. Comyet and Com,e. are secure commitment schemes (Definitions 2 and 3).

3. Il is a secure NIZK for the Rieg, Rsend, and Ryecy relations (Definition 4).

4. H is a collision-resistant hash function.
Then 1 gonsai securely realizes Fprivpay[Luni] against static malicious corruption of any set of users.

Proof. For a PPT adversary A corrupting an arbitrary set of users, we construct a PPT simulator Sim that
interacts with Fpyiypay[Luni]. It faithfully generates the commitment parameters and runs each relation-
specific NIZK setup with fresh randomness while retaining the simulation and extraction trapdoors. During
the protocol, it maintains a map Acct, which holds one account commitment per account, and the root history
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HBonsai[ﬁunl]

Send(Sen, Rec, v):
* sender parses com = Acct[Sen] with opening com = Comjcct (b, rootnu; 7),
— sample fresh 7/, 7" and compute account commitment com’ < Comcct(b — v, rootau; ')
— compute on chain receipt p < Comyec(v, Sen, Rec; r"’)
— form the witness ws = (b, rootn, 7,7, 7", v, Rec)
— prove 7 < I1.Prove(Rsend, (Sen, com, com’, p), ws)
submit (Sen, com’, p, ).
* ledger:
- form the statement zs = (Sen, com, com’, p) using com = Acct[Sen|
— verify that II.Verify(Rsend, s, 7) = 1
— if all checks pass, set Acct[Sen] + com’. else return L
- update the state root (st,, root,) + MMR.Insert(st,, p) and record root, in the root
history T
* sender reads the position pid at which the ledger inserted p, outputs (Sent, pid, Rec, v), and
forwards w = (p, pid, v, Sen, Rec, r"’) to the receiver

Receive(Rec, pid):

* receiver parses w = (p, pid, v, Sen, Rec, ") and account opening com = Comacct (b, rootau; 7):
- update nullifier tree (stp, root’,, msmT) < SMT.Insert(sta!, pid)
— sample fresh 7’ and compute account commitment com’ +— Comacct(b + v, root,; r')
- using the latest root root, in 7 compute mumr — MMR.Prove(/, pid)
- form the witness w, = (b, rootny, root,,, 7,7, p, pid, TMMR, TsMT, v, Sen, 7'")
— prove 7 < I1.Prove(R e, (Rec,com, com’, root, ), w;)
— submit (Rec, com’, root,, )

* ledger:
— form the statement =, = (Rec, com, com’, root,) using com = Acct|[Rec]
- verify that II.Verify(Riecv, zr, m) = 1 and root, € T
— if all checks pass, set Acct[Rec] < com’. else return L

Figure 4: Bonsai with sender-receiver unlinkability.
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HBonsai[ﬁind]

Send(Sen, Rec, v):
* sender parses com = Acct[Sen] with opening com = Comjcct (b, rootau; 7),

sample fresh r',r” and compute account commitment com’ <~ Comacct(b — v, rootnu; ')
compute on chain receipt p < Comyec(v, Sen, Rec, 1; ")
form the witness ws = (b, rootaui, r,7’, 7", v, Rec)
- prove 7 < II.Prove(Rop, (Sen, com, com’, p, root, ), ws) using the latest root root, in 7~
submit (Sen, com’, p, root,, ).
* ledger:

- form the statement = = (Sen, com, com’, p, root,,) using com = Acct[Sen]

— verify that II.Verify(Rop, z,7) = 1 and root, € T

— if all checks pass, set Acct[Sen] +— com’. else return L

- update the state root (st,, root,) < MMR.Insert(st,, p) and record root, in T
* sender reads off the position pid at which the ledger inserted p, outputs (Sent, pid, Rec, v), and

forwards w = (p, pid, v, Sen, Rec, r"’) to the receiver over the private channel

Receive(Rec, pid):

* receiver parses w = (pin, pid, v, Sen, Rec, r"’) and account opening com = Com,cct (b, rootny; 7):
— update nullifier tree (st rooth,, msmT) < SMT.Insert(sta, pid)
- sample fresh 7’ and compute account commitment com’ +— Comacct(b + v, rooty; r’)
- using the latest root root, in 7 compute mumr  MMR.Prove(7, pid)
— sample fresh 7" and compute dummy receipt p <— Comyec(0, L, L,0;7")
— form the witness w, = (b, rootnun, rootpu, 7,7, 7" pin, pid, TMmR, TsmT, v, Sen, ")
- prove 7 < I1.Prove(Rop, (Rec, com, com’, p, root,), wr)
— submit (Rec, com’, p, root,, )

* ledger:
- form the statement = = (Rec, com, com’, p, root,) using com = Acct[Rec]
— verify that II.Verify(Rop, z,7) = 1 and root, € T
— if all checks pass, set Acct[Rec] < com’. else return |
— update the state root (st,, root,) + MMR.Insert(st,, p) and record root, in T

Figure 5: Bonsai with send-receive indistinguishability.
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T by faithfully emulating the ledger party. It additionally maintains the full public transcript, including every
recorded receipt. Separately, its private bookkeeping table has entries

Pay[pid] = (p, Sen, Rec, v, status),

where status € {withheld, pending, completed}. Certain fields not yet revealed by the ideal functionality may
be empty. The ideal functionality and the simulated ledger use the same monotonically increasing receipt-log
index where an identifier pid assigned to an accepted send in the ideal functionality is the MMR leaf position
at which the corresponding receipt is inserted in the protocol. Sim also initializes its corrupted-ownership
table with the initial accounts owned by corrupted parties and extends it after every successful corrupted
Create call.

Account creation. When an honest party locally samples (sk4, A) + Sig.KeyGen(1*) and sends (Create, sk 4, A)
to the ideal functionality there is no public leakage so Sim does nothing. But for a corrupted caller, Sim for-
wards the account key pair produced by A to the ideal functionality via the Create interface and records the
corrupted owner whenever the call succeeds.

Registration. When the ideal functionality notifies Sim of an honest party registering their account, Sim
creates a dummy account commitment

comy < Comaect(0,0,0;74)

with fresh randomness r 4, where the 0s denote a canonical input to the commitment. Sim then simulates
the registration proof for R, posts it to the simulated ledger, and sets Acct[A] < com .

For a registration submitted by a corrupted party, Sim first performs the ledger’s duplicate account and
NIZK verification checks and reproduces its rejection if either check fails. For an accepted registration it
extracts (ska,r4). If A = VKey(sks) and coms = Comacct(Init[A], rooty;r4), then Sim proceeds as follows.
If A is not already recorded as belonging to a corrupted party, Sim sends (Create, sk4, A) on behalf of that
party and records it in its corrupted owner table. Finally, Sim invokes (Register, A) on behalf of the recorded
corrupted owner. It then sets Acct[A] - comy4.

Send by A. For a send submitted by a corrupted party, Sim forms the statement using the current com-
mitment Acct[Sen] and performs all ledger checks. If the ledger would reject, Sim reproduces that rejection.
Otherwise, straight-line simulation extractability yields a witness (b, roota, 7,7/, 7", v, Rec) of Reeng. Sim
sends (Send, Sen, Rec, v) to the ideal functionality on behalf of the recorded corrupted owner and records at
the resulting pid

Pay[pid] = (p, Sen, Rec, v, withheld).
It then applies the account update and receipt insertion to its simulated ledger.

Whenever a corrupted sender sends a candidate opening over a private channel to a party P, Sim stores
both the opening and its channel destination. As soon as a valid send is posted on the simulated ledger and
Sim observes a matching well-formed opening w = (p, pid, v, Sen, Rec, ") delivered to the owner of Rec, Sim
invokes (Release, pid), upon which the ideal functionality outputs (pid, Sen, Rec, v) to that owner, and changes
the recorded status to pending.

Receive by A. For a receive submitted by a corrupted party, Sim forms the statement using Acct[Rec],
checks the revealed root against 7, and performs the NIZK verification. If the ledger would reject, Sim
reproduces that rejection. For a valid receive, extraction yields a witness of R, containing the consumed
receipt, its identifier pid, and its opening proof under the revealed state root.

If the payment is still withheld (meaning the sender must have been corrupted), the accepting witness
demonstrates that the corrupted receiver obtained the opening, so Sim first sends (Release, pid) to the ideal
functionality and updates Pay|pid].status < pending. It then sends (Receive, Rec, pid) to the ideal functionality
on behalf of the recorded corrupted owner and updates Pay|[pid].status «+— completed. Finally, it applies the
accepted account update to its simulated ledger.
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Send by Honest parties. An honest send leaks (Send, Sen) to the adversary. In either case, Sim creates a
fresh dummy successor account commitment com’ < Com,et(0, 0,0;77).

* If the recipient is corrupted, the ideal functionality gives the simulator (pid, Sen, Rec,v). Sim commits

honestly to the corresponding real receipt p and records

Pay[pid] = (p, Sen, Rec, v, pending).

* If the recipient is honest, Sim creates a dummy receipt p «+ Comye.(0,0,0;7) and records

Pay[pld] = (pv Sena T T pending)'

It simulates the proof for (Sen,com, com’, p), inserts p into the receipt MMR, and records the updated
root, in 7, and sets Acct[Sen| <— com’ exactly as the ledger does. It then adds the corresponding send to the
simulated ledger and, if the receiver is corrupted, delivers the opening w over the private channel.

Receive by Honest parties. An honest receive leaks (Receive, Rec) to the adversary. Sim creates a fresh
dummy successor account commitment com’ < Com,(0,0,0;7’) and simulates the proof for the receive
statement (Rec, com, com’, root,), where root, is the latest recorded state root.

We now show that the joint distribution of the honest party outputs and simulator in the ideal world are
computationally indistinguishable from the joint distribution of the honest party outputs and the adversary
in the real world, through a sequence of hybrid arguments.

Hy:
H;:

HQ:

H4:

HGZ

This is the real execution of Ilgonsai.

Record each local account-generation event through the private ideal Create interface. Abort if two
independently generated honest key pairs have the same verification key which happens with negli-
gible probability by correctness of the signature scheme and EUF-CMA security. Thus, this hybrid is
computationally indistinguishable from the previous hybrid.

Retain the simulation and extraction trapdoors produced alongside the honestly distributed NIZK CRS
instead of erasing them. Since this does not change the distribution of the CRS, this hybrid is distributed
identically to the previous hybrid.

: From every registration, send, and receive proof submitted by a corrupted party that verifies, extract

the witness and abort if it fails. By simulation extractability of the NIZK, this happens with negligible
probability and thus this hybrid is computationally indistinguishable from the previous hybrid.

Abort if a corrupted party supplies through Create, or in an accepting registration witness, a valid
signing key sk such that VKey(sk) = A for an honestly generated verification key A. This happens with
negligible probability due to the EUF-CMA property of the signature scheme and hence this hybrid is
computationally indistinguishable from the previous hybrid.

: Abort if any account or receipt commitment used by the adversary has two inconsistent openings. This

changes the execution only with negligible probability by computational binding.

Abort if an accepted receive presents an accepting opening proof under its revealed anchor root, for
a position—receipt pair that does not match the receipt log prefix whose insertion produced that root.
The ledger only accepts anchors from its recorded history 7, each of which it computed itself over
that prefix, so such a proof breaks membership binding of the Merkle Mountain Range (Section 4)
and hence yields a collision in H. Since only accepted sends insert receipts, every accepted receive
consumes a receipt created by one earlier accepted send, at the unique position where the ledger
recorded it. This hybrid is computationally indistinguishable from the previous hybrid.
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H7:

Hg:

Abort if two receives by the same account consume receipts at the same position. Binding fixes the tree
root committed in each account commitment, registration commits the root of the empty tree, sends
carry the committed root through unchanged, and each receive proves an insertion from the committed
old root to the committed new root, so the accepted operations of an account form a single chain of
verified insertions starting from the empty tree. By the previous hybrid, each receive inserts the proven
position of the receipt it consumes, so two receives at the same position insert the same value twice
along this chain, which breaks the insertion guarantee of the sparse Merkle tree (Section 4) and hence
yields a collision in H. This hybrid is computationally indistinguishable from the previous hybrid.

: Replace every proof made by an honest party with a simulated proof for the same public statement.

The zero knowledge property makes this change computationally indistinguishable.

For each honest party, maintain an internal copy of its private protocol state, including its signing keys,
account openings, balances, nullifier trees, and received receipt openings. Update this copy in lockstep
with the party’s actual state, but do not yet use it to determine any message or output. The copy is
therefore invisible and does not change the execution distribution. It will preserve the honest party’s
underlying semantic state when later hybrids replace its public commitments.

: Abort if a corrupted party supplies a fresh accepting send/receive proof against an account owned by

an honest party. To bound this event we reduce it to computational hiding and binding properties of the
commitment scheme. First guess the targeted honest account commitment, losing only a polynomial
factor, and embed in it the challenge com* (in the commitment game) that is either the honest account
state or the dummy state (0,0,0). Use the NIZK simulation trapdoor to generate all affected honest
proofs. If the abort occurs, simulation extractability recovers an opening (m, ) of com* the simulator
outputs its guess for what the commitment contains. By computational binding of the commitment
scheme m = m,, (b is the challenge bit) must be either the honest account commitment or the dummy
state. A non-negligible abort probability would therefore contradict computational hiding. Hence this
abort occurs only with negligible probability and this hybrid is computationally indistinguishable from
the previous hybrid.

: Replace all honest account commitments by fresh dummy commitments Com,.(0, 0, 0; ) through a se-

quence of subhybrids. Order the commitments by when they are generated and, in the j-th subhybrid,
replace only the j-th commitment and update all affected simulated proofs. The indistinguishability
of subhybrids reduces to the hiding game for Com,;. The preceding hybrid guarantees that the ad-
versary cannot produce an accepting proof that requires an opening of the challenged commitment.
Since a polynomial-time execution only generates polynomially many account commitments, there are
a polynomial number of subhybrids and therefore the first and last subhybrids are computationally
indistinguishable.

: Next Sim replaces all receipt commitments created by an honest sender whose opening is delivered to

an honest receiver, by the dummy receipt Com,.(0, 0, 0; ) with fresh randomness. Sim also updates
every subsequent receipt root and simulates all of the affected send/receive proofs. It makes these
replacements one at a time in ledger order over subhybrids and adjacent subhybrids are computation-
ally indistinguishable. Each adjacent subhybrid reduces to the hiding game for Com.. Furthermore,
there are at most a polynomial number of receipts in the protocol and hence a polynomial number of
subhybrids and therefore the first and last subhybrid are computationally indistinguishable.

: In the final hybrid we replace the internal bookkeeping for honest parties by the corresponding calls to

the ideal functionality, and let Sim generate the public execution from the resulting leakage. Everything
in A’s view is then either data provided to Sim by the ideal functionality or a dummy commitment,
simulated proof, or public value derived from the simulated transcript. This corresponds to the ideal
execution produced by Sim and this hybrid is distributed identically to the previous hybrid.

O
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We now turn to the operation-indistinguishable variant of Bonsai, IIgonsai[Ling] Of Fig. 5.

Theorem 2 (Security of Igonsai[Lind]). Under the assumptions of Theorem 1, with II a secure NIZK for the Reg
and Ry relations (Definition 4), Ilgonsail Lina] securely realizes Fpyivpay|[Lind] against static malicious corruption
of any set of users.

Proof sketch. The simulator and hybrid sequence are those of Theorem 1, adapted to the two main differ-
ences between the constructions:

* Both send and receive operations have the common format (A, com’, p, root,, 7) and their proofs prove
the same relation Ry,

and the leakage reveals only the acting account, so Sim is never told whether an honest operation is a send
or a receive. We describe the changes these differences require.

Receipt-log positions. Every accepted operation, whether a send or a receive, inserts exactly one receipt
into the MMR. Correspondingly, Fprivpay[Lind] increments its position counter on every accepted receive
(Fig. 1), so the receipt-log index advances at every accepted operation in both worlds. The identifier pid
of an accepted send is still the leaf position of its receipt, while positions skipped by receives hold dummy
receipts in the protocol, are unassigned in Log, and are never payment identifiers.

Operations by A. Sim performs the ledger checks for the common statement 2 = (A, com,com’, p, root,,)
and, for an accepted record, extracts (op, wop) from the proof for R,,. The branch selector tells Sim which
operation the corrupted party performed, after which it proceeds exactly as in the “Send by .A” or “Receive
by A” case of the £, simulator, additionally inserting the published p into the MMR in both cases.

Operations by honest parties. Sim learns only the acting account A. It always publishes a fresh dummy
account commitment com’ <— Com,c(0, 0, 0;7”), the latest recorded root root,, and a simulated proof. For
the receipt there are two cases. If the operation is a send to a corrupted recipient, the payment data
(pid, Sen, Rec, v) destined for that recipient is delivered to Sim, from which it learns that the operation is
a send and publishes the real receipt Com,e.(v, Sen, Rec, 1;7"") as before. Otherwise, whether the operation is
a send to an honest recipient or a receive, Sim publishes the canonical dummy receipt Com.(0, L, L, 0;7).

Hybrids. The hybrid sequence carries over with the following modifications.

* The Merkle Mountain Range binding hybrid now guarantees that every receive branch consumes the
receipt published by one earlier accepted operation, which may itself be a receive. We add one hybrid
that aborts if the consumed receipt was published by a receive. Such a receipt has a known opening as
Comyec(0, L, L, 0;7""), either held by the honest publisher or extracted from the corrupted one, whereas
the receive branch opens it with type 1. Two distinct openings contradict computational binding of
Comyec, SO every consumed receipt was created by the send branch of an earlier operation and carries
a payment identifier in the ideal functionality.

* The abort on corrupted proofs against honest accounts now covers both branches of R,,. Since the
receive branch requires the acting account to equal the receipt’s recipient, a corrupted party can never
consume a receipt addressed to an honest account.

After the receipt-replacement hybrid, a send from an honest party to an honest receiver and a receive from
an honest party publish identically distributed records: a dummy account commitment, a canonical dummy
receipt Com,e(0, L, L, 0;7), the latest recorded root, and a simulated proof. The final hybrid can therefore
generate the public execution from the £;,4 leakage alone, and is computationally indistinguishable from a
real-world execution. O
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7 ZK-PARI: A zkSNARK with Batch Verification

We construct a zero-knowledge SNARK for Square R1CS starting from PARI [DMS24] and its improve-
ment [Eag25]. The latter optimizes the proof size to 2G; + F, but neither work provides zero knowledge,
which is crucial to protecting user privacy. Concurrent work adds zero knowledge to the original 2G; + 2F
version of PARI [KPS26]. In contrast, we add zero knowledge to the optimized 2G; +F version with no change
to its proof size, negligible prover overhead, and preserving the batch-verification strategy from [Pol26].

7.1 ZK-PARI

We extend PARI [DMS24, Eag25] to support zero-knowledge using vanishing polynomials. Importantly, the
masks do not add to the proof size which remains at 2G; +F as in [Eag25]. We write the Square R1CS index
asi= (F,n,k,m,H, A, B) and partition the assignment as z = (x|lw), where x € F" is the public statement
and w € F*~" is the witness, so that

R%(x,w)=1 <= (Az)o(Az)= B=.

The set H = {hy,...,hy} C F indexes the constraint rows, with row ¢ assigned to the point h;, and
Zy(X) =[],y (X — w) is its vanishing polynomial.

The underlying IOP. Before presenting our construction we first recall the IOP underlying the Pari proof
system. In a polynomial IOP, the prover sends oracles to polynomials, written , and the verifier queries
them at points of its choice. Let z4 and Zp denote the interpolations of Az and Bz over H, so that ~ satisfies
the instance exactly when 2% — zp vanishes on H. To accept, the verifier must be convinced of two separate
facts: (1) that the above polynomial evaluates to 0 on H, and (2) that the polynomials behind the oracles
really are interpolations of Az and Bz for some z whose first n coordinates equal x. The second condition is
a linear-consistency check, commonly called a lincheck.

* The lincheck is enforced by the oracle model rather than by queries where the prover is restricted to
sending oracle pairs of the form

k k
EA(X)ZZZiaj,(X), EB(X):ZZ,'I)Z‘(X)

for a common vector z € F¥. The verifier can compute the contribution from public coordinates
themselves from A’x and B’x. Looking ahead, this will be enforced in the instantiation by embedding
entries of A and B in the CRS.

* The prover computes the quotient § := (24 — z5)/Zy, which is a low-degree polynomial if and only if
zp(X) ) and[g(X)]

z% — zp vanishes on H, and sends the oracles ’ za(X)

>

* The verifier samples a challenge ¢ < F \ H, queries the three oracles at ¢, and accepts if and only if

24(0)* = z5(¢) = Zr () 4(0).

Suppose 2% — zp — Zy G does not vanish on H, but since it is a nonzero polynomial of degree at most
2m — 2, the check passes with probability at most (2m — 2)/(¢ — m) by the Schwartz—Zippel lemma.

The above IOP is not zero knowledge, and its compilation in [DMS24] exposes the committed poly-
nomials at two points: the verifier queries at ¢, and the KZG-style commitments are themselves evalua-
tions at the CRS point 7 in the exponent. To ensure the proof is simulatable, the prover masks z4 as
24 :=Za+ (m + n2X) Zp for uniform ny, ne < F.
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ZK-PARI

Setupp,,i(1*,1) — (crs;, td).

1. Parse the Square R1CS index i as (F,n, k,m, H, A, B), where A, B € F"™**, Set id; := Hashldx(i) and
form the succinct index is := (F,n, k,m, H, A’, B’ id;), where A’, B’ € F™*"™ are the public-input
columns of A and B.

2. Sample a bilinear group (group) := (G1, G2, G, G, H,e) < SampleGrp(1*,F).

3. Interpolate the columns of A and B over H to obtain {a;(X)}*_; and {b;(X)}%_,.

Extend these bases by a1 := Zg(X), apq2 := XZy(X), and by41 = byyo := 0.
4. Sample o, 3,6, 7 < F.
2m+1
i=0
6. Let W:={n+1,...,k}U{k+ 1,k + 2}, and compute the commitment keys
aai(fr)—l—ﬁbi(T)G 7 S {,BZH(T)Ti G]m+2.
4 i€ew g i=0
7. Setipk := ((group),1,Xw,XqQ, ¥4, Xr) and ivkg := ({group), is,aG, BG,H,7H). Set

idyk := HashVK(ivko) and ivk := (ivko, idyk). Set crs; := (ipk, ivk) and td := (o, 8, 9, 7). Publish crs; and

erase td.

5. Compute the opening keys ¥4 := [a7¢G] ", and T := [frG]

Yw o=

Prove” (ipk, x, w) — Tpari-
1. Parse ipk as ({group), i, Xw,XQ, X4, XRr), and write z := (x[|w).
2. Interpolate the assignment and the statement: z4(X) := Zf:l zia;(X), zZp(X) = Zle 2 bi(X),
iA(X) = Z?:l X; ai(X), and iB(X) = Z?:l X; bZ(X)
3. Sample 7y, m2 < F.

4. Mask the A-side assignment polynomial: 24 (X) := Z4(X) + (m + 12X) Zy (X). Compute the quotient
d(X) = (22(X) — z(X))/Zu (X), of degree at most m + 2.

5. Compute
k—n m—+2
T:=Y w; Swh+jl+mn- -Swk+1]+n - Swik+2l+ Y 4l Sl
=1 i=0

6. Derive the challenge ¢ := p(transcript) and evaluate v, := 24(¢) — £4(¢)-

7. Compute the KZG witness polynomials, of degrees at most m and 2m + 1:
N ZA(X) —2a(X) —vq N Z2p(X) —2p(X)+ Zg(X)g(X) —v
Wa(X) = Al )XA( )  WR(X) = B(X) —#5( 1 (X)q(X) — vr.
—¢ X —¢
where vg 1= (va +24(¢))? — 25(Q).

8. Compute the batched opening proof U := 37 Wali] - 4] + Z?;”O"'l Wgi] - £rl4]. Output
= (T,U,vq)-

Verify? (ivk, x, ) — b.
1. Parse 7 = (T, U, vq) and ivk = (ivko, idyk), where ivkg = ({group), is, G, BG, d H, T H). Recompute the
challenge ¢ := p(transcript).
2. Compute the vectors z4 := A’x and zp := B’x, and interpolate them over H to obtain #4 and Zp.
Compute vy := (vq + £4(¢))% — 25(C).
3. Accept if and only if
e(T, 0H) = e(U, TH—-C¢-H) - e(va -aG + vy - BG, H).

Figure 6: ZK-PARI, with the zero-knowledge modifications highlighted.
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7.2 Security
Theorem 3 (Perfect correctness). ZK-PARI (Fig. 6) satisfies perfect completeness (Definition 4).

Proof. The mask vanishes on H, so it preserves the Square R1CS constraints. Consequently, 23 — Zp is
divisible by Zy, and ¢ = (2% — zp)/Zu has degree at most m + 2. Weighting the first-message commitment
ives
i 6T = a(2a(1) — 2a(7))G + B(2B(7) — &p(T) + Zu(7)4(7))G.
The left side commits to
(24 —2a) + B(Zp — 2 + ZHQ).

The verification equation is the KZG opening identity for this commitment at ¢, so it holds for every ¢ €
F\ H. O

Computational statements hold in the algebraic group model, in which the prover supplies a representa-
tion of every group element it outputs as a linear combination of the group elements it has received. The
only computational assumption is the following ¢-type discrete-logarithm assumption.

Definition 6 ((¢1,¢2)-DLOG). The (q1, g2)-discrete-logarithm assumption holds if for every PPT adversary A,
the probability

Pr [(group) «+ SampleGrp(1*,F), = « F : A((group), {z'G}{L,, {z'H}{,) = z] < €qiog(N).
We now prove knowledge soundness.

Theorem 4 (Knowledge soundness). For every index i, the public-coin variant of ZK-PARI is a knowledge
argument in the algebraic group model under the (2m + 3,1)-DLOG assumption: from any accepting algebraic
prover; the extractor obtains w with R; (x,w) = 1. Its knowledge error is at most

4m+6
€dlog 1 qu'

Proof. The algebraic prover supplies representations of 7' and U as linear combinations of the G; elements of
crs;, namely G, oG, G, ¥4, X, Yw, and Xq. We treat «, 3, 6, 7 as formal variables, so that every exponent
becomes a rational function whose denominator divides §. The verification equation asserts that the rational
function

Ty — (1= )(U) —vgaa—vRr B

evaluates to zero at the sampled trapdoor point. To simplify our analysis, we convert this rational function
into a polynomial by multiplying it by o:

P:=§(8(T) — (1 = O(U) —vax — vg ). 2)

An accepting transcript therefore implies that P also evaluates to zero at the sampled trapdoor point. Observe
that P is a polynomial of total degree at most 2m + 4 in the formal variables «, 3,4, 7, and its coefficients
are known from the representations. The largest CRS exponents are 372" from Yy and BZg (7)7™2/§
from X, of numerator degree 2m + 2 and 2m + 3, and each term of P multiplies one such exponent by a
prefactor of degree at most two, namely §2 or (7 — ¢)d, minus any cancelled denominator. There are now
two cases:

Case 1: P # 0. We reduce to (2m + 3,1)-DLOG. Given {z'G};<om+3 and xH, sample independent
uniform a;, b; < F for each trapdoor ¢t € {«, 8,4, 7} and set t := azx + b;, which is uniform and independent
of the other trapdoors for any fixed z. Rescale the G; generator by ¢, which preserves the CRS distribution.
Every G, element of crs; then has an exponent that is a polynomial of degree at most 2m + 3 in z, and the
G4 elements 0H, 7 H are affine in x, so the reduction computes the entire CRS from the instance.

Let d < 2m + 4 be the total degree of P and let P; be its degree-d homogeneous component, which is
nonzero by the definition of d. Substituting ¢ := a;x + b; into P yields a univariate polynomial P, of degree
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at most d whose coefficient on z? equals Py(aq, ag,as,a,). Since the a,’s are uniform and independent of P,
the Schwartz-Zippel lemma guarantees that
d < 2m + 4.

Pr[Pd(aava’ﬁ7a5aaT) = O] S - q

Q

Thus P, is not identically zero, except with probability < (2m + 4)/q. When P, is not zero, an accepting
transcript implies that P,(z) = P(a, 8,6, 7) = 0, so «x is one of the at most 2m + 4 roots of P,. The reduction
factors P,, tests each root z’ against the instance by checking «'G = xG, and outputs the match, thereby
solving the (2m + 3, 1)-DLOG problem. An accepting transcript with P # 0 therefore occurs with probability
at most egiog + (2m +4)/q.

Case 2: P = 0. The representation of an element F € {T,U} is a linear combination of the G; elements
of crs;, written in the exponent as:

2m—+1 m—+2

() + Bbi( Z
(E)= _c +caa+6gﬁ+§ Ajat' + E R; BT’ —|—E u E ﬁ il
G aG ﬁ'G =0 =0 ieWw
——
Ya Xr Sw o

Collecting terms, this can be written as

(B) = c+ad(r) + R(r) + L2AD T 6(%?) + Zulr)atr)

where A(X) 1= cq + Y.; ;X" and R(X) := ¢ + Y, R; X" absorb aG = £4[0] and G = Xg[0], ¢(X) :=
> ¢ X, and
=Y wiai(X), bp(X)=Y wib(X
iew iew

Each of the two elements (T, U) carries its own set of coefficients, and we superscript them with the element

when a specific one is meant, as in AV or 7. Substituting these representations into Eq. (2) and sorting by

the powers of § yields three monomials, each of which must vanish as a polynomial in («, 8, 7) since P = 0.
Two of them receive contributions from a single element:

62 I+ aAT (1) + BRT (1) =0,
8" —(r=Q(adi(r) + B(@E(T) + Zu(r) 4" (1)) = 0.

Each displayed identity holds in the polynomial ring F[«, 8, 7], and its left side is linear in « and S over F[r],
so the coefficient of each of the monomials 1, «, and 3 is the zero polynomial in F[r].

» From 6%: ¢! = 0and AT = RT =0, so T receives no contribution outside Xy and Xg,.
* From ¢°: w4 = 0 and w4 + Zy ¢V = 0, so U receives no contribution outside G, ¥ 4, and .

The third monomial 6 mixes contributions from both elements and is the only one containing the evaluation
terms v, @ and vg 5. Comparing coefficients of 1, a, and 3 as before gives

1: —(r=¢0c =0,
a: ki
B gl
so ¢V = 0 as well. Define the candidate assignment polynomials

ZA(X) = &a(X) +@0h(X), Zp(X) = &p(X) + dp(X).
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In this notation, the - and § identities above imply that:
Za(X) = 2a(X) —va = (X = QAY(X),  Zp(X) - 2p(X) + Zu(X)¢"(X) —vr = (X — Q)RY(X),

hence ZA(¢) — 24(¢) = v, and Zp(¢) — 25(¢) + Zg(¢) ¢¥(¢) = vg. Combining them with vp = (v, +
24(¢))? — @p(¢) yields
Z4(0)* = ZB(¢) = Zu () 4" (¢) = 0. 3)

The extractor outputs the witness w := (w])~_, . ,, the restriction of T”s coefficients to the witness columns
without the masking coefficients w}, ; and w/ ,. It remains to bound the probability that (x,w) violates the
Square R1CS instance even though the transcript is accepting. To this end, define the polynomial

F(X) = Za(X)* — Z5(X) - Zs(X) 4" (X),

of degree at most 2m + 2: the interpolated columns have degree at most m — 1 and the largest masking
column is ay+2 = XZp of degree m + 1, so deg Z3 < 2m + 2, while deg Zp < m — 1 and deg(Zy ¢*) <
m + (m + 2) = 2m + 2 because X supports quotients only up to degree m + 2. The polynomial F' has the
following two properties:

* F(¢) =0, by Eq. (3).

* F(ht) = (Az)? — (Bz); for every constraint row ¢ € [m], where A and B are the constraint matrices of
the index i, the vector z := (x||w) € F* is the extracted assignment, and h; € H is the interpolation
point of row ¢. Indeed, every masking contribution is a multiple of Zy, namely axy1 = Zg, ak12 =
XZy, and Zg q", and Zy(hs) = 0, while b1 = by 2 = 0. The surviving columns interpolate the
matrix entries, a;(h;) = A;; and b;(hy) = By, 50 Za(hy) = (Az), and Zg(hy) = (Bz);.

If (x, w) violated the instance, then by the second property F' # 0, while by the first the challenge ¢, uniform
over F \ H and sampled after F' is determined, would land on one of its at most 2m + 2 roots, an event
of probability at most (2m + 2)/(¢ — m). Except with this probability, the extracted witness w satisfies
R:%(x,w) = 1. The extractor is straight line: it reads w off the representation of 7' in the final proof and
never rewinds the prover. Together with Case 1, this gives the stated knowledge error. O

Theorem 5 (Honest-verifier zero knowledge). For honestly generated parameters, the public-coin variant of
ZK-PARI is statistical honest-verifier zero knowledge with distance at most

1 m

q—m q

Proof. Fix a satisfiable x and a witness w. Given («, 3, 6, 7), the simulator:
» Sample ¢ uniformly from F \ (H U {7}).
* Compute #4(¢),Zp(¢) and & 4(7), Zp(7) by interpolating A’x and B’x over H.

* Sample v,,y < F independently and uniformly, where y represents 24 (7).

* Define

vr = (va +24(C))* = 25(C)-
* Set X . -

ro QOB AW 0D g
* Compute the unique accepting opening proof
) v, + Bug
= T — .G.
U — — G



¢ Qutput

(T, ¢, (U,va)).

Consider the following hybrids.

Hl:
HQ:

Hg:

H4:

Hs:

HGZ

Start with the real proof distribution.

Sample ¢ from F \ (H U {7}). Conditioning a uniform ¢ € F \ H in this way changes the distribution
by exactly 1/(q —m).

Replace
(24(¢), 2a(1))
by independent uniform elements (2., y), and set
Vg = z¢ — Za(C).

The map
(n1,m2) — (m1 +n2(, M+ 727)

(3 2)

and determinant 7 — (. Since ¢ # 7, this map is invertible, so (71 + 72(, m1 + 127) is uniform over F2,
as is

is linear with matrix

(24(€); 2a(7)) = (2a(Q) + (m +120)Zu (C), 2a(7) + (m +n27) Zu (7)),
because Zy(¢), Zy(7) # 0.

Compute T from y = Z4(7):

aly—2a(r) + By —ip(1))

T .=
)

-G.

This preserves the distribution because
6T = a(2a(1) — 2a(7))G + B(28(1) — &p(7) + Zu(1)q(7))G.
Moreover,
zp(7) + Zu(1)q(1) = 2a(1)?,
so the displayed expression is the real T as a function of y.
Compute U from the trapdoor:
) avg, + BURr .

U::T_C~T— —

G.

For { # 7, the verifier equation
e(T,6H) = e(U,(t — Q)H) - e((aw, + Bvr)G, H)
has a unique accepting U, so this is the real opening proof.

The resulting distribution is the simulator’s output.

All transitions are perfect except the conditioning step, whose distance is 1/(¢ — m), and the third step,
which requires Z (1) # 0. Since Setupp,,; samples 7 uniformly from F, this fails only when 7 € H, an event
of probability m/q. O

Remark 2 (Simulation extractability). Theorems 4 and 5 establish knowledge soundness and zero knowledge
but the payment protocol of Section 6 additionally relies on simulation extractability (Definition 4). We expect
that ZK-PARI is simulation extractable, but we defer a formal proof to future work.
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8 Implementation and Evaluation

We implement the ZK-PARI proof system in Rust using arkworks [ac22] for finite-field, elliptic-curve, and
pairing operations. Our implementation is publicly available.! All experiments use BLS12-381 and were
run on an M5 MacBook Pro with 48 GB of RAM. To isolate proof-system costs, all timings operate on un-
compressed, already subgroup-checked points in memory and exclude serialization, deserialization, and
subgroup-membership checks.

Proof Generation and Verification We benchmark a Square R1CS squaring chain with exactly one public
input. In Table 1 we benchmark the prover time by varying the number of constraints. We note that when
benchmarked against the author’s implementation of Pari’ that does not have zero-knowledge there was
negligible overhead for the prover due to the masking polynomials.

We also benchmark the verifier performance in Table 2 where we vary the number of proofs being verified
(V) for a fixed circuit with 2'2 constraints. We use the batch verification strategy as outlined in [Pol26] and
report the amortized cost of verifying each proof together with the (factorx) speedup over verifying proofs
individually.

Constraints Prove
210 47.5 N Time/N  Speedup
212 142.5 1 722.91 —
214 490.0 256 29.84 25.0%
216 1,711.3 4,096 16.10 46.3x
218 6,354.7 65,536 11.66 64.0x
220 22,748.1
Table 2: Batch-verifier benchmarks. Amortized time
Table 1: Prover benchmarks. Timings in ms. per operation in zs.

Timing Breakdown. We now recall the batch verification of Pari proofs [Pol26] and in Table 3, we provide
a breakdown of where time is spent during batch verification. The k-th proof is (T(k), Uk, v,(,,k)). Given a
batch of N proofs, the verifier carries out the following steps:

1. Challenge: recompute each proof’s challenge (;, and sample the random weights r; + F.

2. Evaluate: evaluate the interpolated statement polynomials at ¢, to obtain vl(;).

3. MSMs: set VR .= oM oG + vg)BG — ¢,U™) and compute
T::ZrkT(k)7 ﬁ::ZrkU(k), ?::ZmV(k),
k & &

one N-term MSM each, reported in one column each.

4. Pairing: accept if and only if _ B N
e(T, (5H) = e(U, TH) -e(V, H),

a product of three pairings, the batched form of the verification equation of Fig. 6.

In the implementation, we make two additional optimizations:

Ihttps://github.com/guruvamsi-policharla/zk-pari/pull/2
2https://github.com/alireza-shirzad/garuda-pari
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* First, challenge derivation is independent of the key size: the verifying key is absorbed into the Fiat-
Shamir transcript once, when the key is built, so each of the N derivations clones that fixed-size
transcript state and absorbs only its own proof’s statement and commitment 7).

* Second, the Evaluate phase batches its field inversions across proofs. Evaluating the statement poly-
nomial at ¢} requires inverting one Lagrange evaluation per statement element. Here, we use Mont-
gomery’s batch-inversion trick [Mon87].

Multi-Threaded Verification Throughput We next measure batch verification performance by increasing
the number of cores. We naively shard the proofs across T threads, each batch-verifying its own chunk of
80,000 proofs in an isolated single-threaded pool. Because the benchmarks were run on an M5 chip which
has a mix of performance and efficiency cores, the scaling is not truly linear in Table 4, but nevertheless
exceeds one million transactions per second on 18 threads, where a transaction refers to either a send or a
receive.

Phase Time (ms)

Challenge 35.6 Threads Operations/s
Evaluate 24.9 1 86,929
T MSM 188.2 4 324,857
U MSM 177.1 8 559,399
V MSM 344.1 16 992,728
Pairing 0.59 18 1,051,487
Total 770.6

Table 4: Multi-threaded verification throughput

Table 3: Batch-verifier breakdown at N = 65,536. in operations (send or receive) per second.

Payment Circuits Next we benchmark Bonsai’s relations Reenq and R, of Section 6, along with the
operation-hiding relation R, of Section 6.1. Table 5 reports constraint counts, prover timings on 1 and
8 threads, and single-threaded verification timings. We benchmark two instantiations of the hash function:
Pedersen hashes over the Jubjub curve, whose security rests only on the discrete logarithm assumption, and
Poseidon over the BLS12-381 scalar field with width 3, « = 5, and 8 full and 57 partial rounds. Both the
receipt MMR opening and the nullifier tree have depth 40.

Rsend 1S just three commitment openings and range checks: 16,109 R1CS constraints under Pedersen and
1,647 under Poseidon, proving in 0.84 s and 0.14 s respectively on a single thread. In R, the depth-40
receipt opening (40 hashes) and the sparse Merkle tree insertion (2¢ = 80 hashes) account for 120 of its 123
hash evaluations, giving 398,111 R1CS constraints under Pedersen and 30,729 under Poseidon, which prove
in 20.1 s and 1.6 s on a single thread, and in 3.8 s and 0.29 s on 8 threads. Across all six circuits the prover
scales by 5.2-5.8x from 1 to 8 threads. The prover timings include witness generation but not constraint
synthesis, which is performed once per circuit. R, folds both operations into a single circuit whose branch
is selected by a witness bit, and costs only ~8,300 (Pedersen) or ~1,000 (Poseidon) R1CS constraints more
than Ryecy-

Notably this is far fewer constraints than the sum of the two circuits. A naive disjunction would synthesize
both relations side by side. Instead, we observe that R,q is structurally a sub-relation of R ., where both
open two account commitments, hash one receipt, and perform the same range checks. The circuit therefore
instantiates each of these shared gadgets once and lets the selector bit multiplex only the values fed into
them. Since the proof system works over Square R1CS constraints, we use a standard compiler from R1CS
— SR1CS at the cost of doubling the number of constraints. Proofs are 2G; + F (128 bytes) and verification
requires three pairings, which takes roughly 0.8 milliseconds for every circuit in Table 5.
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Circuit Hash R1CS SR1CS Prove Prove Verify (us) ||
(1 thread) (8 threads)

Resend Pedersen 16,109 32,227 837.0 143.6 747.3 128
Rrecy Pedersen 398,111 796,231 20,072.1 3,822.5 753.7 128
Rop Pedersen 406,460 812,931 20,395.8 3,844.3 805.1 128
Resend Poseidon 1,647 3,303 136.7 26.2 805.5 128
Rirecy Poseidon 30,729 61,467 1,632.8 293.9 768.0 128
Rop Poseidon 31,706 63,423 1,646.2 291.5 761.2 128

Table 5: Payment-circuit benchmarks. Prover timings in ms, verification is single-threaded. Proof sizes in
bytes. Receipt MMR and nullifier tree both have depth 40.
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